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API Introduction

This document uses OpenApi 3.0 to give a description of the Authentication AP

Authentication REST API for management of credentials and certficates

Authentication

K-8 R

Gurrently, enly basic auth is supported. The factory-default eredentials are

servers

{port} - AP1 root, hosted on the this device

Gomputed URL:  :9188

Server variables

certificate Endeoint for managing device cenificate and trusted certficate autharity(s).

feertificatefauthority Addanew trusted the device for

Jeertificatefauthority Geta listof all currently installed certificate autharity {chain)s.




SVe00 API —process

(Application Programming Interface)

e The APl is based on a HTTP REST API. All calls are communicated via HTTP or
WebSocket.

* The API protocol is split in three levels. The device hosts the following
documents:
* 1. Sound Source Detection API
e 2. Authentication API
* 3. Device manager

e Everything what is visible in the frontend (Wen Interface) can also be taken
from the API
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e Authentication service
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API Introduction

This documant uses OPanAgi 3.0 10.give & Gesciplion of he AuBenlication APL

Aumenication REST AP fos management of crodeaiais and coridcates.

Authentication

Cuentty, cniy basc 30 s spponed. The fsctory defautt credersais are

usernane: adain
passuard: adain

sarars

AP - AP1 1001, NGATed on e Ihik BeVicE

Computed URL:  :9100

Server variables

certificate Endpoint for managing device certficate and trusted cartificate autharity(s).

| m feertificate/authority Addanew trusted cartificate authority (chain) to the devics for client authorization.

| Jeertificate/authority Getalistof all currently installed certiicate authority (chains.

|ﬂ Jeertificate/authority/{index} Geta certificate autharity (chain) in PEM format from the device.

I feertificate/authority/{index} Delete a cerfificate authority (chain) from the device certificate storage.

| m R e s i e e me s

| feertificate/device Getsthe public part of the device certficate.

credentials Endeoint for managing device cradentials.

| Jcredentials Gets all users of the device.

|m fecredentials Updates the device credentials.

I fcredentials Deletes the device credential.

Schemas

PEMFormat  string

erample: -----BEGIN CERTIFICATE----- ©is -----END CERTIFICATE-----
Credential « |
usernane string
example: root
¥

CredentialWithPassword >

GetCertificateAuthorityResponse  »

EmmorResponse  »

UnknownErrorResponse 3
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* Device Management API
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API Introduction

This document uses OpenApi 3.0 to give 2 deseription of the Device Management AP

The Device Management API makes it possibe ta configure the device
This API runs on the devics itself

Listad below 2re 3ll avaisble calls to Device Management A7) Dagending on the czl, the

uested data is returmed through HTTP(S) responses
[
1

[

- api-call

coeem-s------—-| -3 http response

Authentication

Currenty. only basic auth is supported. The factory-default credentials are

username: admin
password: admin

Credentials can be managed with the Authentication AF|. The only exception for this is the video call

servers

{port} - APl root, hosted on the this device

Computed URL:

Server variables

Authorize

conﬁg Cals related to the configuration of the device
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/fconfig Get the current configuration file of the device

/config Update the configuration file of the device

I (123108 /config Delete the current configuration files

| L e e

/config/datetime Update the date and time settings of the device

| m Jeonfig/factory-reset Resets device to factory status

| /fconfig/feature/{featureName} Check if a feature is available

Jconfig/firmeare Update the firmware of the device

| Jconfig/id Getidinformation of the device (serial number, mac address, firmware version)

|m Jconfig/reboot Reboots device

l Jeonfig/repositories removes all active measurements o ]
I Jconfig/starage clears all storaged measurement dats a ]
Schemas ~

BinaryData stringisbinary)
example: 819198118118111181116818011606010110118161188081

JsonData  string
exavple: Orderediap { “object”: “jsan data” }

DateTime »
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e Sound Service Detection Service

Document

Sound Source Detection API

Sound Source Detection API

e
API Introduction

This document uses OpenApi 3.0 to give 2 descrigtion of the Sound Sourcs Detection AP
The Sound Source Detaction API makes i possible to monfor automatioally detected sound sources in the fild of view of the deice. Sound data of thosa defected souross can be reiewad. Also, soundSurfaces of the entire
area maritored by the device can be requested in diferent configurations

This API runs on the devioe fisei.

Listed below sre 3ll svaiisble eall to the Sound Source Distection AF|. Diapending on the call, the requasted dats s retumed through HTTP(S) responses analor through ealiback messages.

= - | ¢ api-call
processing | -> hitp response

| -> callback messages (if applicable)

Device -> | raw data

Authentication

Gurrently, only basic auth is supported. The factory-default oredentials are

username: admin
password: admin

Credentisls can be managed with the Aus

tion AP The only exception for this is the fvideo call. For this a nonce authentication siring is usd that can be obtained via the call vidsofnonce

sarvars

[port}- AP root, hosted on the this device v

Computed URL: 13811

Server variables

Authorize
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actions caks relzed 1o actions used for “if then that” functionality

‘ Jactions Getalistof the current actions present in the system

Jactions/{id} Delete action with this id

‘m Jactions/{id} Update settings of an action

callbackchannels cCals reist=d to callbackchannsls used for data transfer

SENSOrs Cals related to the different sensors present in the device

‘ /sensors Getalist with information of all sensors of the device

soundSurfaces sl reistd to soundSurfaces generated by the device

. Get results from the specified time and duration If no time and no duration are given, it gives back the most recent result If a time is given, but no duration, it gives all
GET
‘ - /data/soundsurface/{id} ... ¢ om the timestamp unti now I 2 duration is given, but no time stamp, i gives all data fram the past duration’

‘m Jdata/soundsurface/{id}/subscription Subscribe to receive through the «channel with the i i

{ Jdata/soundsurface/{id}/subscription/{subscriptionId} Unsubscribe from receiving the data stream of the subscription belonging to the specifisd subscriptionid

‘ /soundsurfaces Get alist of all soundSurfaces cumently being penerated by the device

‘with which to create sound Surfaces to to the device

[~ ] —

‘ m /soundsurfaces/{id} Update settings of a sound Surface

l LSE 8 /soundsurfaces/{id} Delets a soundSurface configuration thatwas added using the POST /soundsurface call

subscriptions Calis reisted to subscriptions running on the devies

measurements cals related 1 measurements performed by the device

events Cals raiated 1o event triggers performed by the device

Video Cals reiated to video streaming
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Using Websocket with SV600

* Download Wescocket client in your browser
* e.g Simple WebSocket Client in the Chrome webstore

. |



Using Websocket with SV600

— Server Location
URL: [wsi! |[Open |
Status: CLOSED

q

Send [Shortcut] Ctr + Enter

— Message Log

Open connection to your SV600:

ws://SERIALNUMBER.local:9012
Or
ws://IP-ADRESS:9012
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— Server Location

URL: [ws://544313001.local:9012 [ Close |
Status: OPENED

4

| J
Send |[Shortcut] Ctr + Enter

— Message Log

{"id":"ee9@4@53-blfe-4450-5c3b-869221c2fbb7"}
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Using Websocket with SV600

ome >> Manage >> InputsiOutputs

Measurements @ SoundMap @

Events @ Inputs/Qutputs @ Subscriptions @
Actions @

Tag:
Hew InputOutput channe

Websacket 2

Output Configuration

/

Home >> Manage >> Inputs/Outputs

Measurements @ SoundMap @
Actions @

Nev InputiOutput channel

Events @ m siOutputs @ Subscriptions @

Inpuuo’tpul channel configuration

Type: @
Websocket

— Process
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Go to Inputs/Outputs and check Websocket after connected to SV600
e Click on Test

Test button will turn green

Click Test button = Sent text ,Test” can bee seen in WebSocket window

S
w:
Status: OPENED
— Request /

ishrteut cr + Enter

7’ Log -Clear
y4629cc87-3563-41ec

{”1.1“

Test
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Using Websocket with SV600

FLUKE -

Measurements @

Set up Event in Measurement here:

Tag Id -]

Upper Freq Range 5
DASHBOARD_LEQ_EVENTS

DASHBOARD_LEQ_SENSORS

® 0 0 ¥

DASHBOARD_Spectrum 2

Measurement Configuration

Tag @ &

<—

Event Smartphone 22Khz.

Measurement t Type: @
Lea
Weighting: @

2 (flat response)
Frequency Ranges: @

20000 - 23000

Update

Channel Handing: @

Combined

Reporting Interval: @

a8

[

1011 ms ¢
Add Range
FLUKE
ents © oundMap @ Events @ P Outp B
Tag id @
Event Configuration
High DN Smartphone 22Khz 4 =
Tag @
High Event 1 =
DASHBOARD_EVENTS e
Input
oA 2 =
Event Smartphone 22Khz
Ever
Event Type @
Threshold
Threshold: @
ada Gancel

Threshold type: @

Above
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Tag: Event Smartphone 22kHz
Frequency Range bewteen 20KHz to 23kHz

Link Measurement to Events:
Here to measurement: ,,Event Smarphone 22kHz
Set Threshold above 50 dB

@ =<

Home >> Manage >> Events

Measurements @

W o

Event Col\figuration

Subscriptions @ Actions @

Tag

Tag @
High Event 1
High DN Smartjhone
DASHBOARD_EVENTS
Input: @
Upper DB event 2 Event Smartphane 2gKhz

New Event

Event Type: @ Threshold type: @
Threshold

Above

Threshold: @
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